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4 TECHNOLOGICAL SOLUTIONS FOR TRUST SERVICES
The companies of procilon group have specialized on for Information Security of Germany, following the
the development of trustworthy solutions with the help of technical standard BSI TR 03125. Trust service
cryptographic technology for almost 20 years. Users can providers can benefit from the wide range of applications
create and manage secure digital identities, build up that the modular architecture of proNEXT family offers.
trustworthy communication and can protect the integrity The wide array of services includes the generation of
of stored data in the long-term. proNEXT-technology certificates, the signature creation and validation up to
% fulfils national and international standards. Some of our the reliable preservation of electronically signed data.
. products have been evaluated in accordance with Furthermore, the solution devices offer a trustworthy
- Common Criteria EAL 4+ VAN.5 (high attack potential). Identity- and Access-Management as well as encrypted
. y The solution for long-term preservation, proNEXT communication.
Archive Manager has got certified by the Federal Office
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elDAS COMPLIANT SOLUTIONS WITH proNEXT
" : Conceive: Consultancy about all measures regarding IT security and the

creation of new infrastructure components

A Build up: Delivery of turnkey solutions for the required trust service
. Complementing of trust services and infrastructures with

additional components and trustworthy services
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OUR SOLUTIONS FOR TRUST SERVICES

(qualified and non-qualified) Signature validation

Signature creation —
local or remote

proNEXT Security Manager

QCESig Qualified certificate for electronic signature strong transport and
QCESeal Qualified certificate for electronic seal data encryption
QSCD Secure device for qualified electronic signature
QT Qualified time stamp

QVQES Qualified validation service for qualified electronic signature

proNEXT Communication Manager

QRDS Qualified electronic registered delivery service prON EXT
supply of a public-key-infrastructure identity confirmation and user re Secu rity
issuance of certificates for electronic I conj:unct.ion "Y“h siD sog Manager
QPQES Qualified preservation service for signatures and seals compliant iderty
qualified electronic signature information about the validity of user auiig

electronic certificates and seals
(OSCP and Revocation List)

creation of remote signa

conjunction with proNEXT
Archive

() Manager

proNEXT Secure Framework

QCESig Qualified certificate for electronic signature
QCESeal Qualified validation service for qualified electronic seal
QSCD Secure device for qualified electronic signature

QT Qualified time stamp

QVQES Qualified validation service for qualified electronic signature

QPQES Qqualified preservation service for qualified electronic signature
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